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Abstract: : This research examines the impact of voter data leaks on the essence of democracy, focusing on
participation, accountability, and transparency. Using a descriptive qualitative method and secondary data
sources, this research analyzes voter data breach incidents in Indonesia’s 2024 general election as case studies.
The findings reveal that voter data breaches threaten public participation by reducing voters' sense of security
and trust. Additionally, government accountability is undermined due to the failure to protect citizens' personal
data, diminishing legitimacy and public trust. The transparency of the electoral process is also negatively
affected, hindering the necessary verification and validation for fair and trustworthy election outcomes. The
study concludes that proactive measures from the government are essential to enhance cybersecurity, including
the development of stringent regulations, investment in advanced security technologies, and increased public
awareness. These steps are crucial to protecting voter data, maintaining the integrity of democracy, and
ensuring that every vote is counted honestly and transparently. Therefore, the security of voter data is key to
preserving public trust and the essence of democracy in the digital age.
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INTRODUCTION

In late November 2023, the Indonesian public was stirred by the issue of a voter data
breach hacked by a hacker, affecting 204 million voter records. Reported via CNBC (2023),
Head of the Cyber Security Research Institute, The Communication and Information System
Security Research Center (CISSReC) said that the KPU data leak was data from the Permanent
Voter List (DPT). The anonymous account "Jimbo" claims to have hacked the kpu.go.id site
and succeeded in obtaining voter data. The account has shared 500,000 samples on
BreachForums, a site commonly used by hackers to sell results data illegally. Reporting from
BBC Indonesia (2023), this data contains information on full name, Population Identification
Number (NIK), Family Card (KK), Resident Identity Card (KTP), Passport, gender, date of
birth, marital status, complete address, as well as codification of Polling Places (TPS).

Responding to this incident, the General Election Commission (KPU) immediately
reported it in coordination with the National Cyber and Crypto Agency (BSSN), the Special
Criminal Investigation Directorate (Bareskrim), and other related institutions. In an effort to
address the problems that have been identified, the KPU conducted a thorough examination of
the information systems mentioned by the parties suspected of being the perpetrators of the
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threat, in particular the VVoter Data Information System (Sidalih). As a precautionary measure,
Sidalih user accounts have been disabled (KPU, 2023).

In the connected digital era, data security has become a crucial component in maintaining
the essence of democracy. Democracy, whose essence rests on participation, accountability
and transparency, relies heavily on the integrity of the information used in the election process.
The increasing cases of voter data leaks leading up to elections reveal weaknesses that threaten
the foundations of democracy (Bueermann & Dobrygowski, 2023). This background will
outline the importance of maintaining data security to ensure free and fair participation,
maintain government accountability, and ensure transparency in the democratic process.

Public participation is one of the main pillars of democracy. Elections give citizens the
opportunity to voice their opinions through voting. However, effective and inclusive
participation requires ensuring that voter information is protected from misuse. Voter data
includes sensitive personal information, such as name, address, identification number, and
voter preferences. This data leak can intimidate voters and reduce their participation in
elections. Threats from malicious parties can result in identity theft, misuse of data for fraud,
or even political intimidation. For example, in the United States, cases Cambridge Analytica
shows how personal data is used to manipulate voters through targeted social media campaigns
(Kanakia et al, 2019).

Public trust in the electoral system is critical to ensuring broad participation. When voter
data leaks occur, this trust is shaken. Citizens may feel unsafe providing their information,
which can reduce turnout in elections (Browning, 2023). The voter data leak in Indonesia in
2023, which involved millions of personal data being leaked and sold on the internet, shows
how incidents like this can erode public trust in the election system. Accountability is a basic
principle in democracy that demands transparency and honesty from the government and public
institutions. Data security plays an important role in ensuring that governments are held
accountable for their actions. To maintain accountability, the public must have access to
accurate and transparent information regarding the election process. Data leaks or manipulation
of information can hinder effective public oversight. Governments that are unable to protect
voter data will face criticism and lose legitimacy. This also impacts the ability of electoral
institutions to carry out their duties with integrity. The government has a responsibility to
implement and maintain a strong security system to protect voter data from cyber threats. This
includes the development of strict regulations and the implementation of advanced
technologies such as encryption and intrusion detection systems. Failure to protect voter data
not only shows negligence, but can also be considered a violation of citizens' human rights to
vote in a safe and secure environment. Transparency in the electoral process is essential to
ensure fair and reliable results. Data security is closely related to transparency because secure
data enables honest monitoring and verification of the election process.

Data leaks can open up opportunities for manipulation and fraud in elections. For
example, manipulation of voter data can result in results that do not reflect the will of the
people. In many countries, free and fair elections are seen as a key indicator of democratic
health (Brennen & Perault, 2021). An inability to protect voter data could create the impression
that the election was rigged or rigged. Secure voter data enables transparent verification and
validation of the voting process. This ensures that every vote is counted accurately and that no
fraud occurs. When voter data is leaked, the verification process can be hampered by
uncertainty regarding the integrity of the data. This can give rise to election disputes that
consume time and resources. Several cases of significant voter data leaks demonstrate the direct
impact on democracy and the urgent need to improve data security. The 2016 and 2020
elections in the United States (Manheim & Kaplan, 2019) are important examples of how voter
data leaks and foreign interference can affect public trust and election integrity. Allegations
that voter data was used for targeted disinformation campaigns highlight weaknesses in voter

293 Jurnal Trias Politika, 2024. Volume 8 No 2 : 292 - 305



| Putu Hadi Pradnyana, Rhesa Anggara Utama dan Ni Wayan Ditha Sasmita

data security systems. The voter data leak case in Indonesia in 2020, involving millions of
personal data, shows the vulnerability of the government's data security system. These leaks
not only disrupt the election process but also threaten individual privacy and national security.

Data security is an important foundation in maintaining the essence of democracy. Free
and fair participation, government accountability, and transparency in the electoral process all
depend on the ability to protect voter data from cyber threats. The government has a
responsibility to ensure that election systems are properly protected through strict regulations,
advanced security technology, and high public awareness (Bueermann & Dobrygowski, 2023).
Only then can democracy function effectively and maintain the public trust that is at its core.
So, it is interesting to examine the impact of voter data leak incidents on the essence of
democracy, which focuses on accountability, transparency and public participation.

Several prior studies have highlighted vulnerabilities in the data protection systems
employed by Indonesia's General Election Commission (KPU), focusing particularly on the
challenges that the commission faces in safeguarding voter information. Research by Kusnaldi
et al. (2022) identifies three key challenges the KPU encountered prior to the enactment of the
Personal Data Protection (PDP) Law. First, personal data was dispersed across various stages
of election administration, resulting in weak centralized control over sensitive information.
This scattered data posed a significant risk for breaches. The second challenge revolved around
the regulatory framework for personal data protection, which, at that time, was insufficiently
robust. Despite KPU’s efforts to institute safeguards through regulations such as PKPU No. 5
of 2021 concerning the Implementation of the Electronic-Based Government System and
PKPU No. 5 of 2021 concerning the Continuous Voter Data Update, these provisions were
limited in scope. The issue stems from the fact that these regulations only applied internally
within the KPU, lacking the binding legal force of a national law, thus weakening their impact.

Moreover, Kusnaldi et al. (2022) emphasize a third major challenge: the lack of
widespread data protection literacy among election officials, voters, and participants. Many
stakeholders, including voters and election organizers, were either unaware of or did not fully
comprehend the implications of personal data protection. This gap in understanding made it
difficult to ensure that personal data was handled securely throughout the election process. The
study suggests that without a concerted effort to improve awareness of data protection,
vulnerabilities would continue to exist within the electoral system, especially when it comes to
voter data management.

Similarly, Hadad (2023) delves into the security measures needed for the 2024 elections,
specifically focusing on the identification and mitigation of security threats to voter data.
According to this study, a comprehensive risk assessment must be conducted to identify
potential threats and assess the sensitivity of the data in question. To address these risks, Hadad
(2023) advocates for an integrated solution, including end-to-end encryption, firewall and
intrusion detection systems to secure networks, and regular updates to security protocols.
Hadad’s approach underscores the importance of a dynamic, multi-layered defense system that
can adapt to emerging threats, particularly as Indonesia’s election system becomes increasingly
digitalized.

Another relevant contribution is Umagapi (2023), which examines the real-world
impacts of voter data breaches and what election organizers can do to address them. This study
highlights that data leaks can severely undermine public trust in election outcomes, which is a
cornerstone of democratic legitimacy. Umagapi (2023) calls for the KPU to develop a malware-
resistant system that is impenetrable to hackers, stressing the need for continuous collaboration
between the KPU and other relevant agencies, such as BSSN (National Cyber and Crypto
Agency), Bareskrim (Criminal Investigation Unit), developers, and related institutions to
secure the election infrastructure. The study also advocates for increased support from the
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Indonesian parliament, specifically Commission | and Commission Il, to help the KPU
strengthen its IT systems and protect them from cyber threats.

While these studies provide valuable insights into data security challenges and proposed
solutions, none have explicitly explored the broader implications of data breaches on
Indonesia’s democratic processes. The potential erosion of public trust, the disruption of
electoral integrity, and the subsequent impacts on the overall functioning of democracy remain
under-researched. This gap is significant because data security issues are not merely technical
problems; they have far-reaching consequences for democratic governance, especially in a
country as large and diverse as Indonesia.

Thus, this research aims to fill this critical void by examining the impacts of voter data
leaks on the integrity of Indonesia’s 2024 elections and, more broadly, on democratic
resilience. By exploring the intersection of cybersecurity and democratic stability, this study
will provide a deeper understanding of how breaches in personal data protection may erode
public trust in democratic institutions. In doing so, it will address an essential but under-
examined aspect of the election process in Indonesia, offering new perspectives on
safeguarding democracy in the digital age.

METHODOLOGY

This research aims to analyze the issue of voter data security and its impact on
democracy, as well as highlighting the need for government attention in improving cyber
security. To achieve this goal, the research used a qualitative descriptive method by utilizing
secondary data sources. This method was chosen because it allows in-depth exploration and
comprehensive analysis of complex phenomena by relying on existing data. The qualitative
descriptive method aims to provide a clear and detailed picture of a phenomenon or event. In
the context of this research, qualitative descriptive methods are used to: 1) Provide an in-depth
understanding of data security issues in the context of democracy, including how voter data
leaks affect participation, accountability and transparency, 2) Present a detailed analysis of the
impact of voter data leaks on public trust , the integrity of the election process, and the
legitimacy of the government, 3) Explain the government's responsibilities in maintaining
cyber security and the steps that need to be taken to increase the protection of voter data.

Secondary data sources are data that have been collected by other parties and are
available for reuse in research. In this research, secondary data will be used to obtain relevant
information and facts from various trusted sources. Secondary data sources that will be used
include research reports, scientific publications, journal articles, government documents, news
articles, Secondary data collection in this research will go through several stages, namely
identifying data sources from various relevant and credible sources to obtain the required data.
This includes accessing academic databases, government websites, and trusted news portals.
The second is to collect relevant documents, such as research reports, government regulations,
and journal articles. This data will be stored and organized systematically to facilitate analysis.
Third is reviewing and evaluating the data collected to ensure its relevance and accuracy.
Irrelevant or inaccurate data will be eliminated from the analysis.

The qualitative descriptive method with secondary data sources was chosen because it
allows researchers to collect and analyze extensive and varied data regarding the issue of voter
data security and its impact on democracy. By using various credible secondary data sources,
this research is expected to provide in-depth insights and relevant recommendations to improve
cyber security and maintain the essence of democracy.

The analysis process involved several key stages. First, each data source was
meticulously reviewed to assess its relevance to the central themes of the study, particularly
focusing on data security, democratic participation, and the governmental response to cyber
threats. Data from these sources were then categorized based on specific themes, such as the
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technical aspects of data protection, the legal framework surrounding voter data security, and
the societal impact of data breaches. This thematic categorization allowed for a structured
analysis, where connections between voter data security and democratic outcomes could be
clearly drawn.

The next step in the methodology was the synthesis of theoretical observations. This
involved comparing the findings from secondary data with existing theoretical frameworks
related to cybersecurity, democracy, and governance. By integrating theoretical perspectives,
the research aimed to provide a more nuanced analysis of how voter data leaks can influence
trust in democratic institutions and the overall legitimacy of electoral processes. The theoretical
observation phase also helped identify gaps in current policies and highlighted areas where
further government intervention is needed to secure electoral integrity.

The final stage of the analysis focused on triangulating the data. This process involved
cross-referencing findings from different sources to ensure consistency and accuracy. Any
conflicting data points were examined closely, with efforts made to reconcile differences
through additional theoretical interpretation. By applying this multi-stage analysis, the research
was able to construct a detailed and reliable narrative around the critical issue of voter data
security and its impact on the democratic process in Indonesia.

RESULTS AND DISCUSSION
Data Privacy and Information Security

Between 2020 and 2024, Indonesia has witnessed a significant surge in data breaches,
underscoring the country’s vulnerability to cyberattacks and the urgent need for stronger data
protection mechanisms. According to the National Cyber and Crypto Agency (BSSN), there
were over 979 million cyberattacks in Indonesia in 2020, encompassing phishing attempts,
malware attacks, and data breaches aimed at both private and public sector entities. One of the
most alarming incidents involved the leak of 230,000 voter records in May 2020, when hackers
managed to access personal data, including identification numbers and voting districts, from
the General Election Commission (KPU) (BSSN, 2021).

By 2021, data breaches in Indonesia increased in frequency and severity. In August 2021,
personal information from 1.3 million citizens, including names and 1D numbers, was leaked
from the Health Ministry's PeduliLindungi COVID-19 contact tracing application.
Additionally, in September 2021, a hacker identified as "Bjorka" released 105 million records
from the General Directorate of Civil Registration (Dukcapil), exposing critical personal data
to potential misuse (Kompas, 2021; Jakarta Post, 2021).

The pattern of breaches continued throughout 2022 and 2023. In September 2022, Bjorka
resurfaced, leaking sensitive government documents along with 26 million records from the
state-owned utility firm PLN. This incident sparked renewed concerns about the government's
ability to protect critical infrastructure from cyber threats. Moreover, the leak of 1.3 billion
SIM card registration data in November 2022, including phone numbers and national identity
numbers, represented one of the most damaging breaches in recent years, affecting millions of
Indonesians (Tempo, 2022; CNN Indonesia, 2022).

Concerns remained high in 2023 as attempts were made to breach KPU’s voter databases
in anticipation of the 2024 elections. Despite the passage of the Personal Data Protection Law
(UU PDP) in October 2022, cyberattacks continued to occur at an alarming rate. This highlights
the ongoing challenges faced by Indonesia in enforcing its data protection regulations and
strengthening its cybersecurity infrastructure (Kominfo, 2022; BSSN, 2023). Statistical data
from BSSN and independent cybersecurity firms suggest that between 2020 and 2024, over 3
billion data records have been compromised in various incidents, positioning Indonesia as one
of the most affected nations by data breaches in Southeast Asia. This demonstrates the critical
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need for stronger regulatory frameworks, enhanced cybersecurity practices, and greater public
awareness regarding personal data protection (Kaspersky, 2023; Reuters, 2023).

Bruce Schneier (2015) in the book entitled Data and Goliath: The Hidden Battles to
Collect Your Data and Control Your World views privacy as a fundamental human right. He
believes that control over personal information is an important aspect of individual dignity and
autonomy. In his various writings, Schneier consistently emphasizes that privacy is not just a
technical issue, but also a social and political issue. Loss of data privacy has broader impacts
on society, including the potential for misuse of data by governments or private companies.

Information security is the foundation of data privacy. Schneier (2015) states that without
adequate security, personal data is vulnerable to theft and misuse. Many people are unaware of
the extent to which their data is collected, stored and used. This is a serious problem because
without adequate awareness, the public cannot make informed decisions about how and when
they should share their personal information. Schneier (2015) openly criticizes government
surveillance practices, especially those that are widespread. Unrestricted surveillance
mechanisms only violate privacy, but can also undermine trust between society and
government. This trust is important for maintaining social balance and a healthy democracy.
Data security and privacy have significant implications on social and political aspects. believes
that the way data is collected, used, and secured has a direct impact on the power structures in
society. Control over data means control over individual freedom, and thus, privacy and
information security become very important issues in the context of civil liberties and human
rights.

In this era of digital transformation, one of the fundamental debates is between the need
for security and privacy protection. Schneier (2015) discusses how governments often justify
surveillance as necessary for national security, but points out that many of these surveillance
programs are ineffective and tend to violate civil rights. If this data collection practice is not
strictly regulated, it can certainly threaten individual privacy rights. Loss of privacy is not only
a personal issue but also has broader social and political implications, including the potential
misuse of data for surveillance and social control.

Overall, Bruce Schneier (2015) sees data privacy and information security not just as
technical problems, but as issues that have profound consequences for individual freedom,
public trust, and power structures in society. Thus, greater action is needed from government,
industry and society to protect privacy and ensure information security.

Cyber Attacks and Data Protection

In the current era of digital transformation, elections often involve large-scale data
collection and processing, including voters' personal data. This creates cybersecurity risks,
such as hacking and the spread of false information, which can influence election results
(Morozov, 2013). However, data shows that the trend of cyber attacks in the world is increasing
from year to year. If we look more deeply, the most massive type of attack that occurred was
Malware and Vulnerabiity. Cyber attacks use malware is one of the most common and
damaging forms of digital security threats. Malware is an abbreviation of malicious software,
a term for various forms of malicious software designed to damage, disrupt, or allow
unauthorized access to a computer system. Meanwhile, cyber attacks that target vulnerabilities
or vulnerability, refers to the exploitation of loopholes or weaknesses in security systems,
software, or hardware (National Cyber Security Center, 2016). Attackers exploit these
vulnerabilities to perform unauthorized access, steal data, or cause damage. Cyber attacks in
form malware nor vulnerability can threaten various sectors, including in the context of
elections. The most crucial thing in this issue is protecting voter data. The following graphs
show trends and types of cyber attacks in 2023:
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Figure 2. Types of Cyber Attacks 2023
Source: Hackmageddon, 2023

Increasing protection efforts in cyber security and data protection policies is essential,
including in the election context. Data security in elections is a multidimensional issue rooted
in basic democratic principles such as transparency, accountability, participation, fairness and
political stability (Goldman, 2022; Zhang et al, 2022; Manheim & Kaplan, 2019; Browning,
2023). Failure to maintain data security can have far-reaching consequences, not only on the
integrity of the electoral process, but also on the trust and effectiveness of democracy as a
system of government. In this regard, the public sector and individual data are one of the most
massive targets of cyber attacks, as explained in the following graph:
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Figure 3. Cyber Attack Targets 2023
Source: Hackmageddon, 2023

Based on the statistical data above, it can be seen how vulnerable public data assets are
in the digital space. The high level of cyber threats in the public domain has made data security
issues increasingly highlighted. Ideally, various public activities in cyber or digital space
should receive proper protection from the government, not only for business, public services,
health, education, but also for general elections. The arena of political contestation needs to be
reviewed for stakeholders to avoid cyber attack incidents such as theft of voters' personal data,
manipulation of election results, spread of fake news or hoax, and so forth. If this is not
anticipated effectively, it will have a negative impact on democracy, where democracy must
essentially guarantee accountability, transparency and participation.

The Impact of Voter Data Leaks on the Essence of Democracy

Democracy focuses on the process of substantive public participation in general elections
(Lessig, 1999; Schneier, 2010; Dahl, 1976). Lawrence Lessig (1999) in The Law of the Horse:
What Cyberlaw Might Teach, declared transparency and accountability as the two pillars of
democracy. Transparency in elections is achieved when there is certainty that the data used and
produced in the election process is accurate and not manipulated. Accountability, on the other
hand, is closely related to the ability to track and verify that data. Bruce Schneier (2010)
elaborates on the importance of protecting information from unauthorized access, use,
disclosure, interference, modification, inspection, recording or destruction. This is very
relevant in the context of elections, the integrity and confidentiality of voter data and voting
results must be maintained to ensure the legitimacy of the democratic process. Robert Dahl
(1971), in his work Polyarchy: Participation and Opposition argued that people's participation
in elections is the essence of democracy.

The issue of data security in the context of elections and democracy is attracting attention
in this era of digital transformation. From a theoretical point of view, data security in elections
is not only a technical issue, but also a matter that is closely related to the foundations of
democracy itself. This narrative will explain theoretically why data security is an important
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element in the electoral and democratic process. Finally, data security in elections is not just a
technical issue, but is a fundamental element in supporting democratic principles. As various
experts have pointed out, data security affects transparency, accountability, participation, trust
and fairness in the electoral process. Without adequate data security, the quality of democracy
can be threatened and degraded. Various research results have linked the relevance of data
security (Morozov, 2013; Schneier, 2010), transparency and accountability (Lessig, 1999), and
public trust in the election process (Nye, 2021).

Democracy focuses on aspects of community participation to reach political resources.
Participation can only occur in an atmosphere free from fear, one of which is misuse of personal
data. Concerns over data security can reduce political participation, which in turn affects the
legitimacy of elections and democracy itself. Therefore, data security is not only a technical
matter, but also a political and social matter that influences public participation and trust. When
linked to the concepts of transparency and accountability from Lessig (1999), data security
guarantees these two aspects, ensuring that every vote is counted fairly and that election results
authentically reflect the will of the people. Apart from that, the issue of voter data security is
crucial to public trust. Joseph S. Nye (2021) in Soft Power: the Evolution of a Concept argue
that trust is an important asset in international and domestic relations. In the context of
elections, public trust in the election system is highly dependent on their trust in data security.
If this trust is damaged, there could be damage to the reputation of democratic institutions and
a decline in public trust in government.

Leaks of voter data in elections have a significant impact on the essence of democracy,
especially on aspects of participation, accountability and transparency (Goldman, 2022; Zhang
et al, 2022; Manheim & Kaplan, 2019). Public participation in elections is one of the main
pillars of democracy, where citizens have the right to vote freely and without intimidation.
However, voter data leaks that include sensitive personal information such as names, addresses,
and identification numbers, can raise concerns and fears among voters. When personal data is
exposed and misused, voters may feel threatened and unsafe, ultimately reducing their
participation in the electoral process. For example, leaks of voter data in the United States in
the 2016 and 2020 elections revealed how the data was used for targeted disinformation
campaigns, influencing voter choices and creating distrust of the electoral system (Manheim
& Kaplan, 2019).

On the other hand, government accountability is also seriously disrupted due to voter
data leaks. Accountability requires governments and public institutions to act transparently and
responsibly towards their citizens (Browning, 2023). When data leak incidents occur,
governments are deemed to have failed to protect citizens' privacy rights and pointed out
weaknesses in their security systems. This can trigger public criticism and reduce the
government's legitimacy, which in turn disrupts political stability and public trust in democratic
institutions. In Indonesia, for example, a voter data leak in 2020 involving millions of personal
data shows how government failure to protect sensitive data can undermine accountability and
lead to a crisis of trust.

The transparency aspect is also greatly affected by voter data leaks (Browning, 2023).
Transparency in the election process ensures that every step from voter registration to vote
counting is carried out honestly and can be monitored by the public. However, when voter data
is leaked, the integrity and reliability of the election process is called into question. Data leaks
can open up opportunities for manipulation and fraud, undermining public confidence in
election results. The verification and validation processes normally undertaken to ensure votes
are counted correctly can be hampered by doubts about compromised data. This creates a
situation where election results may not reflect the will of the people, and protracted election
disputes may result.
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The cumulative impact of voter data leaks damages the essence of democracy, namely
free and fair participation, government accountability and transparency in the election process.
This incident shows how important cybersecurity is in protecting voter data to maintain the
integrity of democracy. Without appropriate measures to improve data security, risks to
democratic processes will remain high, threatening political stability and citizens' basic rights.
Governments must take responsibility for strengthening cybersecurity systems, implementing
strict regulations, and ensuring that every citizen can participate in elections safely and
confidently that their votes will be counted honestly. In this way, the essence of democracy can
be maintained, and public confidence in the electoral system can be restored.

CONCLUSION

This research emphasizes the importance of voter data security as the main foundation in
maintaining the essence of democracy. The voter data leak incident that occurred in Indonesia
in November 2023 shows how fragile the election system is in this digital era, and how threats
to cyber security can have a broad impact on voter participation, government accountability
and transparency in the democratic process. Voter participation is one of the main essences of
democracy. The freedom and security to vote without fear or intimidation is a fundamental
right of every citizen. However, when voter data is leaked and misused, this sense of security
is threatened. Voters may become reluctant to participate due to concerns about the
consequences of using their personal data. This phenomenon not only reduces participation
rates but also disrupts fair and inclusive representation in elections. Voter data leaks that
occurred in the United States and Indonesia reveal that threats to privacy can give rise to deep
distrust in election systems.

Government accountability is also seriously affected by incidents of voter data leaks. A
government that fails to protect the personal data of its citizens shows weaknesses in its
governance and responsibilities. This could lead to a serious crisis of trust, where citizens feel
that the government is unable to protect their basic rights. This inability reflects injustice and
lack of transparency that erodes the government's legitimacy. The data leak case in Indonesia
is a clear example of how negligence in protecting voter data can damage reputation and trust
in democratic institutions. Additionally, transparency in the electoral process is essential to
ensure fairness and honesty. Transparency allows the public and independent monitors to
monitor every stage of the election and ensure that there is no manipulation or fraud. However,
when voter data is leaked, this process becomes compromised. Public confidence in election
results declines, and time- and resource-consuming election disputes can occur. Without trust
in the electoral system, democracy itself is in danger.

This research shows that to protect the essence of democracy, governments must take
proactive steps to improve cybersecurity. This includes developing strict regulations, investing
in advanced security technologies, and increasing public awareness and education regarding
the importance of data security. Governments must also work with the international community
to develop strong global security standards and ensure that every country has reliable data
protection systems. Ultimately, voter data security is key to maintaining the integrity of
democracy. Without adequate safeguards, risks to free and fair participation, government
accountability, and transparency of the electoral process will remain high. The government has
a major responsibility to ensure that voter data is properly protected, so that public trust in the
democratic process can be maintained. In this way, democracy can continue to function well,
giving every citizen a voice, and ensuring that every vote is counted honestly and transparently.
Only with strong data security can the essence of democracy be safeguarded and preserved for
future generations.

This research faces certain limitations, particularly in accessing comprehensive statistical
data on voter data breaches in Indonesia. One of the primary challenges is the lack of publicly
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available and detailed government reports that specifically address data leaks within the
electoral system. While general data breaches and cyberattacks in Indonesia have been widely
reported, specific cases involving voter data during election periods remain underreported or
insufficiently documented. This limitation arises from the sensitive nature of the data, the
potential reputational damage to the institutions involved, and the often-classified status of
cyberattack investigations. As a result, this research is reliant on fragmented data from various
sources such as media reports, third-party cybersecurity firms, and academic studies, which
may not provide a fully accurate picture of the scale and impact of voter data leaks in Indonesia.

Additionally, the lack of standardized reporting mechanisms and transparency from
relevant government bodies, such as the General Election Commission (KPU) and the National
Cyber and Crypto Agency (BSSN), further complicates the process of gathering accurate and
comprehensive data. This limitation hinders the ability to conduct a thorough quantitative
analysis of the frequency, scope, and specific vulnerabilities in the election systems that have
led to these data breaches. As such, the research is primarily qualitative in nature, focusing on
theoretical exploration and secondary data analysis rather than statistical modeling or empirical
data verification.

For future research, several options could be explored to overcome these limitations.
First, there is a need for closer collaboration with government agencies, allowing researchers
access to more detailed and confidential reports on electoral cybersecurity issues. Establishing
formal partnerships with institutions such as BSSN, KPU, and the Ministry of Communication
and Information Technology (Kominfo) would provide access to internal documents and data
that are currently unavailable to the public. Second, future research could focus on developing
case studies that examine similar incidents of electoral data breaches in other countries,
allowing for comparative analysis and the identification of best practices that could be applied
in Indonesia. Such comparative studies would help contextualize Indonesia’s cybersecurity
challenges in a global framework and highlight areas for improvement.

Another potential direction for future research is the integration of advanced data
analytics techniques, such as machine learning and big data analysis, to predict and assess
vulnerabilities in the electoral system. By leveraging large datasets and identifying patterns in
cyberattack strategies, researchers could contribute to the proactive identification of risks and
provide data-driven recommendations to improve the cybersecurity of voter data. Lastly, future
research should also include longitudinal studies that monitor the effectiveness of newly
implemented policies, such as the Personal Data Protection Law (UU PDP), and evaluate
whether these measures successfully mitigate the risks of data breaches in future election
cycles.
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